PRIVACY AND DISCLOSURE

General Information – GLBA Privacy Policy Exemption for CPA Firms
· A CPA firm is generally exempt from providing a privacy policy under the Gramm-Leach-Bliley Act (“GLBA”) when performing typical accounting or tax work, due to the passage of the Financial Services Regulatory Relief Act of 2006, of which Section 609 exempts CPAs from the requirement to provide redundant annual disclosure to clients.  

· CPA license holders and their partners, members, officers, shareholders, and employees are exempt from the privacy policy adoption requirement for clients who qualify for the accountant-client privilege, which is state specific. 

· Avoidance of the privacy policy requirement is triggered by a client’s accountant-client privilege qualification, which is based upon an agreement between a CPA and his/her client for professional accounting services. 

· However, a CPA firm that prepares taxes must still give certain disclosures to its clients and must still protect and properly dispose of clients’ personal identifying information. Personal information may only be disclosed as directed by a client or as otherwise permitted or required by court order, appropriate taxing authority, SEC or grand jury subpoena, legal process, law, or regulation. A client’s personal information may be disclosed for professional peer-review purposes or inspection by the Public Company Accounting Oversight Board inspection. 

· If a client’s social security information is collected by the CPA for purposes which are unrelated to the agreement to provide professional accounting services, (i.e. for stockbroker or insurance sales purposes) the privacy policy exemption probably does not apply and the CPA should adopt a privacy policy and make it available to the client.
· Also, should a CPA license holder fail to renew his/her license, the accountant-client privilege will no longer apply, and the unlicensed CPA would be required under the GLBA to adopt a privacy policy and make it available to the client. 

· See the sample privacy policy included in these materials.
· See separate consent forms for clients to authorize either disclosure or use of clients’ personal information included in these materials.
Section 609
Section 609 exempts CPAs from the GLBA disclosure requirements in states that already prohibit CPAs from disclosing non-public personal information. Specifically, Section 609 states, in part, as follows:
(d) Exemption for Certified Public Accountants-- 

(1) IN GENERAL -- The disclosure requirements of subsection (a) do not apply to any person, to the extent that the person is-- 

(A) a certified public accountant; 

(B) certified or licensed for such purpose by a State; and 

(C) subject to any provision of law, rule, or regulation issued by a legislative or regulatory body of the State, including rules of professional conduct or ethics, that prohibits disclosure of nonpublic personal information without the knowing and expressed consent of the consumer. 

(2) LIMITATION -- Nothing in this subsection shall be construed to exempt or otherwise exclude any financial institution that is affiliated or becomes affiliated with a certified public accountant described in paragraph (1) from any provision of this section.
Disclosure / Consent under IRS Section 7216
Internal Revenue Code section 7216 is a criminal provision originally enacted in 1971 that, except as provided in regulations, prohibits tax return preparers from knowingly or recklessly disclosing tax return information or using tax return information for a purpose other than preparing, or assisting in preparing, an income tax return. The tax return information a tax return preparer can disclose or use depends on whether the preparer obtains consent from the taxpayer, or whether section 7216 provides an exception to the general prohibition on disclosure or use of tax return information without taxpayer consent. The regulations under section 7216 can be found at Treas. Reg. §§ 301.7216-1 to 301.7216-3. 

The IRS issued revised proposed and temporary regulations and related revenue rulings on December 30, 2009 which addressed the use or disclosure of tax return information by tax return preparers. The revenue rulings and regulations under section 7216 enables tax return preparers to more effectively provide a range of professional services to taxpayers than would ordinarily be expected from tax return preparers. The regulations describe three circumstances when tax return information may be disclosed or used without taxpayer consent. These regulations were issued as final regulations effective December 28, 2012. 

Violations of section 7216 are subject to both criminal and civil penalties: violators are subject to a $1,000 fine or a year in prison, or both, and section 6713 of the Code provides for an additionalcivil penalty of $250 for each unauthorized disclosure or use of tax return information by a tax return preparer. The total amount imposed on any person as a civil penalty shall not exceed $10,000 in any calendar year. 

Examples Where a CPA Firm May Need a Privacy Policy
· In General – where a client’s social security information is collected for purposes unrelated to the professional accounting services agreement, such as for providing stockbroker services or for insurance sales purposes
· Payroll Services – not exempt from the privacy policy requirement under the GLBA because there is no accounting relationship with the client’s employee

· Recruiting Firms (even if CPA owned) – not exempt from the privacy policy requirement under the GLBA because professional accounting services are not being performed on behalf of the job candidate

Improper Disclosure
· IRS penalties – the IRS requires CPAs to follow Internal Revenue Code § 7216, which provides for criminal penalties of up to $1,000.00 and up to one year in jail for each occurrence of improper disclosure of tax related information.  Additionally, section 6713 of the Code provides for civil penalties of $250.00 for each unauthorized disclosure, up to $10,000.00 annually.
· Individual State Boards of Public Accountancy provide for additional fines for violations of accountant-client privilege or confidential client communications

AICPA
· Through the adoption of its Generally Accepted Privacy Principals (GAPP), the AICPA recommends that a CPA firm publish its privacy policy

· While publication of a privacy policy is not mandatory for AICPA members or other CPAs, it is recommended by AICPA

· If you are a member and have access to AICPA materials, the AICPA has a privacy checklist available in their member resources.

NOTE: Example consent / disclosure forms are merely for illustrative purposes only and should not be considered authoritative. The creation of an appropriate consent / disclosure form is firm-specific and may vary between accounting firms. Close review of Treas. Reg. section 301.7216 and Rev. Proc. 2013-14 is required to draft the appropriate consent forms necessary to meet a particular firm’s needs. 
ADDITIONAL GRAMM-LEACH-BLILEY ACT (“GLBA”) CONCERNS – SAFEGUARDS RULE
Although the GLBA does generally exempt CPAs from privacy policy requirements, CPAs and CPA Firms ARE NOT exempt from the GLBA altogether.  In fact, CPAs and CPA Firms are subject to and must comply with the “Safeguards Rule.”  This rule applies to any businesses that are significantly engaged in providing financial products or services (and includes CPAs and professional tax preparers).  Generally, the Safeguards Rule requires the CPA to have an actionable program/plan in place to safeguard all sensitive customer/client information.
The Safeguards Rule can be found in the Federal Code of Regulations at:  Title 16, Chapter 1, Subchapter C, Part 314.  In short, the Safeguards Rule requires the CPA to “develop, implement, and maintain a comprehensive information security program that is written in one or more readily accessible parts and contains administrative, technical, and physical safeguards that are appropriate to your size and complexity, the nature and scope of your activities, and the sensitivity of any customer information at issue.”  (Section 314.3(a)).  

The objectives of the Safeguards Rule are to:  (i) Insure the security and confidentiality of customer information; and (ii) Protect against any anticipated threats or hazards to the security or integrity of such information; and (iii) Protect against unauthorized access to or use of such information that could result in substantial harm or inconvenience to any customer.

To comply with the Safeguards Rule, the CPA must take (at least) the following steps:
1. Designate an employee or employees to coordinate the information security program.
2. Identify reasonably foreseeable internal and external risks to the security, confidentiality, and integrity of customer information that could result in the unauthorized disclosure, misuse, alteration, destruction or other compromise of such information, and assess the sufficiency of any safeguards in place to control these risks. At a minimum, such a risk assessment should include consideration of risks in each relevant area of your operations, including:
a. Employee training and management;
b. Information systems, including network and software design, as well as information processing, storage, transmission and disposal; and
c. Detecting, preventing and responding to attacks, intrusions, or other systems failures.
3. Design and implement information safeguards to control the risks you identify through risk assessment, and regularly test or otherwise monitor the effectiveness of the safeguards' key controls, systems, and procedures.
4. Oversee service providers, by:
a. Taking reasonable steps to select and retain service providers that are capable of maintaining appropriate safeguards for the customer information at issue; and
b. Requiring your service providers by contract to implement and maintain such safeguards.
5. Evaluate and adjust your information security program in light of the results of the testing and monitoring required by paragraph (c) of this section; any material changes to your operations or business arrangements; or any other circumstances that you know or have reason to know may have a material impact on your information security program.
All CPAs and CPA Firms would be highly advised to immediately contact an information technology provider to make certain that they are in compliance with the GLBA Safeguards Rule for their business.
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